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This paper attempts to classify the main areas of threats occurring in enterprises in the information
management processes. Particular attention was paid to the effect of the human factor which is present
in virtually every area of information security management. The author specifies the threats due to the
IT techniques and technologies used and the models of information systems present in business entities.
The empirical part of the paper presents and describes the research conducted by the author on infor-
mation security in business organisations using the traditional IT model and the cloud computing model.
The results obtained for both IT models are compared.
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1. Introduction

Nowadays, information is one of the most valuable resources of the enterprise. Its
quality, authenticity, topicality and uniqueness largely affect the position of a business
entity in the market. It shapes the corporate image and allows for the appropriate re-
sponse to changing external factors in the business environment and for quick adaptation
to current conditions. It is a key element in the diversification of enterprises [23, p. 13].

Information resources in business organisations are defined by two elements such as
exchange value, and operational value [7, p. 25]. The exchange value of information
depends on its market value and it is measurable. A piece of information can be sold,
bought, exchanged for specific resources, and a certain amount of money can be ob-
tained for this information; in general, it has its price. The operational value of infor-
mation is determined by its potential to generate possible benefits in the future. This
does not necessarily have to be financial benefits. Denning [7, p. 25] gives an example of
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information that helps to locate the enemy army or information about treatment options.
Both types of information allow obtaining the greatest benefits, i.e., saving human life.

Information protection is currently one of the main activities in modern enterprises.
It focuses on the application of technical protection and elimination of the human factor.
This paper is devoted to problems related to the impact of human behaviour on information
security. With the characterisation of the currently used techniques, technologies, and IT
models described in separate subsections, the author attempts to demonstrate the effect of
the human factor on each of the mentioned elements of the functioning of modern in-
formation management systems.

The paper aims to outline the problem of the human factor in the aspect of information
security in enterprises, to indicate major areas of risk, to point at the main factors character-
ising the deliberate and accidental behaviour of the employee and affecting information se-
curity, and to compare them with two current IT models: the traditional model, and cloud
computing (CC) model. The human factor in the present paper is understood as a set of all
human behaviours, both accidental ones, resulting from the lack of knowledge, experience,
competencies, as well as deliberate ones, driven by their benefit. In the subject literature,
one can find interesting and up-to-date research in the scope of cloud computing and tradi-
tional IT model security. However, it is quite rare that these models are directly compared
in the discussed area. This paper is also supposed to trigger the interest of readers regarding
this topic and is a sort of an invitation for further analyses and discussions.

2. Areas of threats to information security

Nowadays, information is considered an element of effective competitive ad-
vantage, both locally and globally. Acquiring valuable information that can be used to
extend the knowledge in the business entity is a decisive factor in the implementation
of tasks within the ongoing competition on the economic level of enterprises [18].
Therefore, this resource should be protected at every level of management [31, p. 18].

As a desirable intangible resource, information is exposed to various threats [3, p. 51].
They can be classified in different ways, depending on the concept of scientific investi-
gations and the form in which information resources are stored [8, p. 50]. For this paper,
the threats can be classified as follows:

1. Threats associated with the use of information technology and techniques.

2. Threats related to the IT model used in the business entity.

3. Threats caused by the human factor, directly related to deliberate and non-delib-
erate human actions, both in the area of techniques, technologies, and the IT model.

Modern information resources are mostly stored in digital form. A document is a se-
quence of bits with specific informational content [4, p. 3]. Therefore, new IT tech-
niques and technologies are used to manage, process, and archive information. This re-
sults both from the possibilities offered by modern IT solutions such as analysis,
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visualization, data archiving, and from the need to control the ever-increasing amount
of information [5, p. 45]. In general, the techniques and technologies used in entities
can be divided into two categories:

1. Used within the enterprise and local area network (LAN).

2. Used for information transmission in WAN and Internet networks.

The first one contains hardware and software solutions for storage, archiving and
processing of information: advanced sector-based applications, ERP systems, CRM, in-
telligent systems for searching, and analysis of digital resources, etc.

The second concerns the transmission and processing of information outside the
headquarters of the business entity. It includes hardware and software for sharing re-
sources for remote work and storage media. It concerns virtual teams or information
transfer between the enterprise’s branches.

The threats resulting from sharing information on the Internet can be generally clas-
sified as follows:

e threats resulting from protecting the LAN network in the place of contact with the
global network,

o threats resulting from the lack of encryption of transmitted information,

o threats resulting from the lack of adequate safety in devices receiving information
transmitted over the Internet,

o threats resulting from intentional or unintentional human actions, termed human fac-
tor (e.g., lack of knowledge of procedures for safe remote work, making remote work equip-
ment available to third parties, intentional actions in favour of competition, negligence).

These threats provide a general overview of the areas in which they may occur.
With the development of the IT market, one can observe the emergence of newer and
newer methods to take over or permanently damage information resources. New and
unknown sub-areas are being formed, in which attention should be paid to the protection
of intangible assets [27, p. 154; 28, p. 215]. The general global trend in the domain of
information protection is shaped by the continuous “virtual struggle” of employees who
develop security solutions with those who want to crack them. However, this rivalry
mainly concerns technical protection. The problem of data protection resulting from
human factor seems to remain unchanged in its general form [25, p. 8]. Solutions to this
problem should be sought in non-technical areas.

3. Information security management model
and IT infrastructure model in business entities

The perception of information security is also related to the IT model used by a spe-
cific business entity. Until the first decade of the 21st century, the main method to man-
age information in digital form was to create the enterprise’s internal IT infrastructure,
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which included all devices for storage, archiving and processing of digital resources,
and application solutions consisting of the general part (e.g., operating systems, e-mail
systems, office software) and the sector-related part (CAD, graphic, financial and ac-
counting software). In the literature, this model is often referred to as the traditional
model. Enterprises, especially larger ones, had (and many of them still have) their own
IT departments, whose task was to manage their own IT facilities. The traditional model
will probably be functioning in a large number of enterprises shortly. This results from
the fact that a lot of enterprises own licenses for particular software, process sensitive
data which they are afraid to move to the cloud or they are unable to do so due to legal
reasons. Moreover, in several cases, investments in local IT infrastructures must return
or amortise. It should be also considered that it is not very likely that all organisations
will unanimously agree to use cloud solutions will implement them in their enterprises,
abandoning the traditional model.

In the second decade of the 21st century, dynamic development of a new model of
using IT resources, termed cloud computing, was observed. The model results from
a synergy of development of several areas of IT and telecommunications:

o the methods, speed and quality of digital signal transmission,

e availability of broadband networks,

¢ network programming languages,

¢ [T equipment,

¢ methods to store large amounts of data,

e protection of data transmitted in public networks.

Cloud computing is based on the principle of ‘borrowing’ both server hardware and
applications via the Internet. IT firms, both the largest in the world and smaller local
providers, develop their colocation systems, laaS (Infrastructure as a Service), PaaS
(Platform as a Service), SaaS (Software as a Service) [9, p. 67], and provide virtually
any hardware and software solutions to businesses of any size in exchange for subscrip-
tion fees. Business entities receiving these services do not, therefore, have to create their
own full IT facilities, but only equip themselves with computer devices that are receiv-
ers (personal computers, laptops) with an operating system, a web browser, and a stable
and efficient Internet connection [19, p. 2, 3]. Specific rented services can be scaled,
changed, and further equipped at virtually any time and for any time. Upon cessation of
business activity, it is sufficient to resign from the subscription [13, p. 215-217].

Depending on the applied model (IaaS, PaaS, SaaS) the scope of responsibility for
security of information resources is changing, both on the side of the ordering party as
well as a service provider (Fig. 1). Ensuring security (as a phenomenon) is divided be-
tween an entrepreneur and a cloud service provider. Enterprises that decide to place and
process their information resources in the cloud should perform an analysis of potential
scenarios, being an outcome of the undertaken IT infrastructure reorganisation. It should
be analysed which data and information can be sent to the cloud and whether a legal
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conflict about this type of decision (e.g., sensitive data) does not occur. There is a pos-
sibility to utilise the hybrid model, private, partner or dedicated cloud which, by defini-
tion, decreases the probability of a risk of losing information resources due to a threat
occurrence. Migration of data and information to the cloud is not an antidote for threat
occurrence, but it can minimise them to a certain extent, as some authors of papers about
security in the cloud believe that few economic entities can afford such security measures
as the ones owned by cloud providers (e.g., Amazon, Google or Microsoft).
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Fig. 1. Scope of responsibility for particular resources in the aspect of information security
with a breakdown into IT models. Based on [18, p. 10]
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The information security in each of the two IT models discussed so far concern
security in terms of appropriate hardware and software protection. However, there is
also the security, already mentioned in the previous subsection, related to the human
factor. Is it different, depending on the IT model used? In both the first and the second
model, people are responsible for security policy and the organisation of information
management. It is only the set of tools that allows information processing changes. To
partially answer this question, the author researched business entities using the tradi-
tional information management model and cloud computing model. The results are pre-
sented in the empirical part of the paper.

4. The human factor in information security processes in enterprises

The concept of the human factor in the literature on the subject appears in two ap-
proaches: a broad approach and a narrow approach. The broad approach covers both
human resources and all the possible activities they are involved in within the enterprise.
One of the most popular definitions describing the broad approach is developed by
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Kozminski and Jemielniak [15, p. 177]: human factor is a fairly extensive group of con-
cepts occurring in the theory and practice of management. These include concrete in-
dividuals and groups of people who fill the organizational structures and perform both
duties and tasks arising from their roles in organizations and achieve their own per-
sonal goals and aspirations. Similarly, in 2005, Lent [17, p. w-9] defines the concept
of human factor broadly and argues that human factor determines all the individuals
participating in a project and the people around the project environment who are influ-
enced by the project, with all their relations and interactions.

The narrow approach, more common in English literature, defines the human factor
as a set of human characteristics and behaviours that influence the way a given system
operates or the behaviour of the environment (e.g., business organisation). It can, there-
fore, be assumed that this approach is a narrowed type of broad approach. One of the authors
defining the narrow approach is Wang [30, p. 75], who emphasises that Human factors are
the roles and effects of human activity within the system, which introduce additional
strengths, weaknesses and uncertainties. The narrow approach provides a kind of founda-
tion for perceiving the human factor as part of information security. Human, being the main
component of both the information system and the IT system, by his or her actions that
take into account strengths, weaknesses and uncertainties, contributes to the establish-
ment of the level of security of managed resources.

The human factor aspect in information security has been also discussed for many
years in popular scientific literature and all sector-related studies on information secu-
rity. In many studies and reports on information security, it appears as the main cause
of threats to information in business entities, based on the principle that the security
system is as strong as its weakest link, i.e. human. For example, according to a report
by KPMG International (one of the world’s largest audit and consulting firms operating
in 153 countries worldwide) published in April 2019 [16, p. 5], the human factor is the
biggest challenge for companies (63%) in ensuring the expected level of safety. Accord-
ing to the companies surveyed, the reason for this status is the lack of adequately edu-
cated staff (61% of responses). In the same survey, respondents answered that they were
most afraid of single hacker attacks (84% of indications), and as many as 54% of the
companies surveyed were afraid of dissatisfied or bribed employees. The survey was
conducted using the CATI method, among people responsible for IT security in compa-
nies with a sample of 100 organisations in February 2019 among small (14%), medium-
-sized (39%) and large (47%) enterprises. The survey was conducted by Norstat Polska.

The human factor is the main reason why so many attacks on information systems
in companies are performed successfully [6, 26]. Many developers of viruses and mal-
ware use the human factor to infiltrate the company’s information system. For example,
they use false e-mails that are opened by computer users out of curiosity, recklessness
and negligence. The process of opening an e-mail attachment initiates malware instal-
lation automatically. Another way is to add malware to one of the popular programs
installed by users. In this way, the infected installation package is placed on the website,



Human factor aspects in information security management 67

waiting for the unaware user to download it and install his or her computer. The user’s
mistake, in this case, is that they download the software from unverified sources.

The main human mistakes that do not result from bribery on the part of competitors
but affect information security include:

e excessive trust in global network contents,

e lack of developed self-control mechanisms when using electronic mail,

¢ lack of habit of systematic updating of operating systems and application software,

¢ using low-level security measures (weak passwords, failure to use authorisation
levels for the access to data and information),

e using security software in free or insufficient versions to meet current needs (will-
ingness to make savings on security software),

e connecting mobile devices to unsecured networks (hot spots in airports, restau-
rants, etc.),

¢ hiding mistakes concerning ensuring information security.

The mistakes made by employees result in an ever-increasing number of incidents af-
fecting the security of corporate information resources. In 2017, Kaspersky Lab published
the results of a survey of 5000 companies around the world, which found that [20]:

¢ 46% of incidents in 2016 were related to accidental breach of the security policy
by employees,

e among business entities that fell victim to malware, 53% reported that the reason
for the infection was a careless employee and as many as 36% of cases were due to
social engineering manipulation of the employees,

¢ in 40% of the cases of security breaches, employees tried to conceal the incident,
thereby exposing the business to even greater losses,

e nearly 50% of the respondents believed that employees in their company may in-
advertently disclose corporate information using mobile devices while working.

Elimination of the impact of the human factor on information security is extremely
difficult. It can be achieved only through periodic training of employees and under-
standing the motivation of their actions. One should ensure that employees are aware of
the possible risks and tactics of the extraction and acquisition of information by potential
competitors [24, p. 180]. The seriousness of this problem is evidenced by the fact that
the number of human factor-related problems is not decreasing and has been at a similar
level for many years among the factors causing information threats. Most modern hack-
ers and malware developers rely on a statement made by one of the most famous com-
puter hackers, Kevin Mitnick: I cracked people, not passwords.

Information processing is currently inseparably linked with the informatics system.
Each system requires a particular, different manner of use which, in turn, generates par-
ticular behaviours of employees. The results of the research presented in the next chap-
ter are supposed to lead the reader to the area where attempts are made to compare the
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influence of the human factor in information security depending on the applied IT model
in the enterprise.

5. Results of studies on potential incidents
and human factors affecting information security

The survey was conducted in the period from January to March 2019 on a sample
of 140 business entities belonging in general to the SME sector in Poland. Purposive
sampling (arbitrary, non-random) was used to select the study group. The subjective
selection of enterprises resulted from the specificity of the survey. This is because 70 en-
terprises using only the traditional IT model and 70 companies that used cloud compu-
ting solutions comprehensively or partially were selected. The survey was conducted
using a questionnaire placed on a website (CAWI method: computer-assisted web in-
terview). The questions were addressed to persons responsible for information protec-
tion in the enterprises surveyed or are directly responsible for data security. During the
survey, they were asked to respond, taking into account the IT model functioning in
their business entity. The answers presented in this chapter are part of those referring to
the questions asked in the survey. The 2 presented questions include elements from both
the area of general information processing in the enterprise, as well as the area purely
referring to the human factor. In the survey, they were asked together and in an un-
changed form presented in this chapter. All the questions were multiple-choice items.
The choice of questions depended on the subject matter of this paper.

In this chapter, the author presents the results of the survey which demonstrate the
differences in perceiving information security by enterprises depending on the I'T model
utilised by them. The author is aware of the fact that the indicated differences may also
be implied by other factors (not only the IT model), therefore the present paper constitutes
an introduction to further research in this domain. The results obtained do not unequivocally
prejudge that the perception of security results exclusively from the application of tradi-
tional IT, cloud computing, or the combined model.

In the first question, presented in Fig. 2, the respondents were asked for opinions on
the biggest risks of data loss in their enterprise from the point of view of human activity
and work. This is related to the activities of employees responsible for creating a secure
information management system architecture. This study aimed to identify risks with
significant differences between individual IT models. The significant differences were
defined as 10% or more. As a result of the received responses, these differences were
noted in the following aspects:

1. Remote use of company information resources by employees working outside the
enterprise’s facilities.

2. Use of private mobile devices in the workplace.
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3. The lack of top-down rules for access to information for individual groups of
employees.
4. Lack of qualified specialist personnel for managing servers and IT security.

Concealing the security-threatening incidents by employees
Bribery on the part of competitors
Remote use of company information resources
by employees working outside the enterprise’s facilities
Use of private mobile devices in the workplace
The lack of top-down rules for access
to information for individual groups of employees

Employees’ negligence in terms
of managing information resources

Lack of qualified specialist personnel
for managing servers and IT security

Insufficient training of employees in terms
of using computer hardware and software

Insufficient security of computer workstations
against viruses and maleware

T

0% 40% 80% 120%
Enterprises using the cloud computing model ™ Enterprises using the traditional IT model

Fig. 2. The actions/negligences that represent the greatest risk of losing information in the enterprise

Differences in the answers should be analysed in two perspectives: technical organ-
isation of information management which is the responsibility of the IT department and
the manner of using IT resources by the employees themselves. From the technical per-
spective, there exists a division of responsibilities between the enterprise and cloud ser-
vice provider (various depending on the type of cloud). We can say that in a way the IT
department of the enterprise is relieved by the cloud provider and therefore particular
responsibility for security relies on the cloud provider. In the case of using the cloud by
the employees themselves, we can point to the way of using cloud applications and thus
a possibility of making mistakes by employees or causing deliberate threats by them.

Differences in the results obtained for the first question can lie in the way in which
remote resources are used in individual models. In the case of cloud computing, the
remote use of information resources is somehow inherent in the specificity of the model
operation [11, p. 17; 12, p. 164]. In a sense, the security of this information is the re-
sponsibility of the service provider, offering specific methods of authorisation. Regard-
less of the location of the employee (inside or outside the enterprise), the use is identical.
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A change of location (taking into account similar network protection) should not af-
fect information security. The indication of 16% for the cloud computing model may
result from the fact that the respondents took into account unsecured networks, e.g.,
hot spots, home networks without passwords, etc. In the traditional model, the situa-
tion is slightly different. It is the entrepreneur who is responsible for the security of
the resources made available to the outside, and he or she must ensure a permanent
and secure connection to their servers. The human factor that occurs on the part of the
IT staff of a business entity is quite critical in this case. Analysing, in turn, the human
factor in the case of employees utilising the service, the fact of general accessibility
of the service should be taken into consideration regardless of the localisation (espe-
cially in the case of the public cloud). There is a possibility that login data may be
illegally taken over by third parties. Quick detection of this type of threat in the case
of the cloud is difficult: usually logging into cloud resources is not monitored in en-
terprises. The situation looks different in the case of traditional IT — administrators
identify, for example, IP numbers used to log into the system or time of logging in
and can block an intruder anytime.

The difference in indications concerning the use of mobile devices can also be in-
terpreted similarly. However, there is generally a higher percentage of indications here.
This is probably since the question concerned private devices which are often out of the
employer’s control.

The third answer with a large difference in indications between the models con-
cerned the principles of access to information. In this case, companies that use cloud
computing expressed greater concerns about maintaining information security. The
concerns probably arise from the fact that access to the information processed in the
cloud computing takes place only (in most cases) after providing login and password
and defining the editing rights. The entrepreneur does not have any control over the
resources used, apart from the determination of the above data. The erroneous defini-
tion of access rights results in the uncontrolled processing of information by a specific
person/employee. In the case of the traditional model, a properly configured IT system
operates in a local network from which the activities of a user can be directly moni-
tored. Although access rights must also be defined in this case, the opportunities for
control are greater.

The biggest differences occurred in the last of the above-mentioned four risks. They
result from the specificity of the operation of individual models. Enterprises that fully
utilise the cloud computing model virtually do not need qualified personnel to operate
servers, as these are located at the service provider’s place. A large indication of 26%
for CC may suggest that some of the entities surveyed are still using their servers and
are concerned about problems contained in this question. It is worth noting, however,
that in the traditional IT model, all enterprises pay attention to the risk emphasised in
this part of the question.
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The next question concerned the potential threats that respondents are afraid of in
terms of loss of information (Table 1).

Table 1. Answers to the question: What potential threats do you consider
to be the cause of a possible loss of information? [%]

No. Threat Traditional IT | Cloud computing
1 | careless and uninformed workers 100 100
2 | the risk of losing a mobile device 23 26
3 | social engineering aimed at workers 30 37
4 | infecting information and data with malware 100 37
5 | server computer failure 59 27
6 | personal computer failure 41 23
7 | failure of the information and data medium 64 26
8 | hacking activities aimed at stealing information 59 57
9 | purposive sharing of information by employees 69 59
10 | no updated software versions (possible software gaps) 46 10
11 | accidental deletion of a digital record 24 27
12 | no backup of data and information 56 17

The analysis of the answers reveals that the biggest differences in indications be-
tween respondents representing different IT models occurred in the following questions:

1. Infecting data and information with malware.

2. Server computer failure.

3. Personal computer failure.

4. Failure of the information and data medium.

5. No updated software versions (possible software gaps).

6. No backup of data and information.

How respondents answered all the above questions (from 1 to 6) is directly related
to the principle of functioning of IT models. The answers allow the conclusion that,
firstly, a significant percentage of the surveyed enterprises use the cloud computing
model allowing for storing all data and information and, secondly, respondents have
great confidence in the cloud computing model in terms of the security of their digital
resources. The security of resources stored in the cloud does not depend on a hardware
failure and lack of backup copies, and infecting data and information is unlikely due to
security systems used in cloud computing. However, in the case of malware infections,
the response rate of respondents using the cloud computing model was the highest.

The smallest percentage differences in responses concern the problems directly re-
lated to the human factor. Uninformed and careless employees may also contribute to
the loss of intangible resources both in the traditional IT model and the cloud computing
model.
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6. Discussion

The research presented in the present paper was aimed to demonstrate the differences
in the aspect of human factor occurrence as a threat to information resources in the process
of information management in enterprises in the two presently functioning IT models: the
traditional, and cloud. The results clearly show the differences in perceiving the models in
the aspects of the necessity of ensuring the security of information on the side of IT depart-
ments. Cloud computing produces significantly less concern concerning software updates,
potential data infections, computer hardware failures, and lack of backup copies of infor-
mation and data. In the typical area of the human factor (regarding direct employees) the
answers given by the respondents were similar (a few percentage points in favour of cloud
computing): similar results were obtained for potential sociotechnical actions, deliberately
taking data and information outside the organisation, lack of proper training for employees
and bribing them, for example, by competitors. Similar values of answers may result from
the fact that the respondents treat both deliberate as well as accidental actions of people with
similar likelihood regardless of IT technologies functioning in enterprises. According to
them, human actions are independent of the IT infrastructure and possibly result from the
knowledge, experience, and competencies of employees. This is disputable as cloud solu-
tions seem to be more susceptible to, for instance, social engineering techniques — it is
enough to steal the login and password to the service or administrator’s account [see 1, 2,
29]. This concerns equally the cloud users themselves, as well as technical personnel ser-
vicing the cloud.

The selected obtained research results, conducted among Polish enterprises to a cer-
tain extent are coherent with the results that can be observed in foreign research on cloud
computing. For example, in the survey conducted by Ponemon Institute in 2017 [14] in
the question: Why is security in the cloud still difficult to attain? as many as 71% of the
surveyed replied that it is more difficult to apply conventional information security in
the cloud environment, and 51% that it is more difficult to control or limit access of end
users. These answers correlate to a certain extent with the result obtained in the research
regarding the answer to the question: The lack of top-down rules for access to infor-
mation for individual groups of employees in Fig. 2.

Similarly, with 50% of indications the respondents of the survey IT Security Risk
Report 2016 conducted by Kaspersky Lab [10] consider improper use of IT resources
by employees to be a threat to information resources. The survey pertained to utilising
information resources with mobile devices. The research conducted within the confines
of the present paper indicated 39% for cloud computing and 56% for traditional IT.

Thus, there exist some similarities between the results obtained in the Polish entities
and the results obtained in the foreign ones. However, the author believes that the ob-
tained research results should largely be referred to the Polish conditions of enterprise
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functioning. Other available researches indicate that the Polish IT managers find it dif-
ficult to assess the differences in the aspect of security breaches between traditional IT
and cloud computing — contrary to their foreign counterparts. Sample research results
are presented in Fig. 3. This is a summary of the results obtained by Computerworld in
Poland and the results of the report Cloud Security Spotlight Report 2017.

Noticeably bigger

-
A little bigger .
More or less the same -
A little smaller I
Noticeably smaller -
Hard to say W
0% 20% 40% 60%

Global ™ in Poland

Fig. 3. Number of security breaches in a public cloud compared
to traditional IT environments — respondent perspective. Source: [22]

The most significant point resulting from the research is that as many as 64% of the
respondents indicated hard to say (vs. 7% of foreign respondents). Where do these dis-
parities come from and do they indicate the lack of proper knowledge and experience?
This might result from the commonly observed cautious attitude to cloud computing
implementation. Separate research needs to be conducted to provide answers to these
questions. Until the time of preparing the present paper, the author did not find any
published scientific papers on this issue.

The impact of threats to information in cloud computing caused by the human factor
may also result from the lack of proper competencies to this type of implementations in
enterprises. According to the survey Cloud competencies of companies in Poland 2020,
conducted by IDG on commission of Oktawave and 7bulls.com [21], it results that IT
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managers most frequently evaluate the general level of cloud competencies of their em-
ployees as average (38%), and low (25% of indications). According to the same survey,
in turn, only every fifth enterprise in Poland has a team ready to independently imple-
ment and run cloud projects.

7. Conclusion

In light of the theoretical considerations conducted in the study and the author’s
research presented here, it is possible to confirm the importance of the human factor in
the processes of ensuring the security of information processing. All technical measures,
both hardware and software, meet their requirements only if the persons supervising
their operation and using computers can respond appropriately to the situation.

The presented research can be treated as an introduction to further analyses, more
detailed ones, regarding the impact of the human factor on information resources de-
pending on the IT model. Perhaps, the questions should be more detailed to highlight
the respondents’ ways of accessing information in each of the studied models. Moreo-
ver, it seems necessary to investigate the impact of the human factor on information
security on the side of employees, technical departments of enterprises, as well as de-
partments and teams servicing cloud computing. This will allow one to create a certain
type of map presenting the threats from the human factor to information resources.

The Polish literature includes only a limited number of research that attempt to de-
termine directly the differences in perceiving the security of traditional model and cloud
computing. The author is aware that the presented research does not analyse thoroughly
particular types of cloud, but in his opinion, it constitutes a basis for further, more de-
tailed analyses.
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